
PGP (GPG) Project Report 

Scenario: 

Another individual and I created separate asymmetric encryption keys using PGP and exchanged our 

public keys. We then encrypted messages using each other’s public keys and exchanged messages. Lastly, 

we decrypted each other’s messages using a secret key. 

 

 

Figure 1: Creating key pair 

 

 

 

 

 

 

 

 

 

 

 



Figure 2: Importing partner’s key 

 

I downloaded my partner’s public key from the discussion board and then clicked ‘sign/encrypt 

files’ selected my text file, unselected ‘encrypt for me’ then clicked on the add people icon next to the 

‘encrypt for others’ then selected the ‘import’ option when prompted to select a certificate. I then went 

to the download section, selected my partner’s public key I had downloaded earlier, and then used his 

public key to encrypt the text file. 

 

 

 

 

 

 

 

 

 

 

 



 

Figure 3: Encrypting my text file with my partner’s public key 

 

 

Figure 4: Emailing encrypted file to my partner 

 

 



I downloaded the encrypted message emailed to me and then I opened Kleopatra and certified 

my partner’s certificate. 

Figure 5: Certifying partner’s certificate 

 

 

I then clicked the ‘decrypt/verify’ button selected the encrypted file from the downloads folder 

and entered my passphrase to decrypt the message. 

Figure 6: Entering passphrase for message decryption  

  



Figure 7: Successfully decrypting partner’s message 

 

I then opened the decrypted message using Microsoft Word. 

 

Figure 8: Partner’s plaintext message 

 

 

 

 

 

 

Section Date Action Activity Description 



1 10/11/2023 Creating the key pair Created PGP key pair 

2 10/11/2023 Posting the public key Posted my public key to 
the discussion board 

3 10/12/2023 Downloading partner’s 
public key 

Downloading partner’s 
public key 

4 10/12/2023 Receiving encrypted 
message 

My partner emailed 
me an encrypted 
message 

5 10/12/2023 Sending encrypted 
message 

I emailed my partner 
the encrypted message 

6 10/13/2023 decrypting message 
and emailing the plain 
text 

I decrypted my 
partner’s message and 
emailed him back the 
plaintext message 
which is as follows… 
 
My experience as a 
graduate student has 
been pretty intriguing; 
juggling school, work, 
and studies has been 
challenging and 
rewarding. I'm studying 
to be an information 
assurance professional, 
and the experience has 
been well worth 
everything I've given 
up. Water is essential, 
and life is worth living 
in peace, harmony, and 
tolerance. 

7 10/13/2023 Receiving the 
decrypted message 
from partner and 
sending an 
acknowledgment 

My partner emailed me 
my decrypted message 
which is as follows… 
 
The method for 
creating the 
substitution cipher I 
have chosen is to 
substitute a given letter 
of the 
plaintext with another 
letter in the alphabet, 
and the specific 
correlation between a 
plaintext letter and 



its corresponding 
ciphertext letter can be 
altered each time data 
is encrypted. For 
example, using my 
cipher, where the key is 
cyphertext minus 1 the 
cyphertext string 
‘ifmmp xpsme’ 
translates/deciphers to 
‘hello world’. 

 


